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3. THINKING IN BITS

A binary digit or bit is 0 or 1. It is not simplifying too much to say that
computers store data and programs as long lists of bits. For example, the
number 13 is stored as its binary form 1101 = 1⇥ 23 + 1⇥ 22 + 0⇥ 2+ 1;
the letter ‘z’ is stored (using the ASCII encoding) as 01111010 = 122, and
so on.

Exercise 3.1. A friend knows a number between 0 and 15. How many
yes/no questions do you need to discover it?

There are 16 possible numbers, represented in binary by 0000, 0001,
0010, 0011, . . . , 1110, 1111. One easy strategy is to ask for each bit in turn.
This uses 4 questions, clearly the least possible.

Exercise 3.2 (Harder). Now suppose your friend is allowed to lie in at
most one answer. How many questions do you need now?

The table below shows the number of bits needed to store some every-
day necessities. (You don’t need to memorise this.)

A number between 0 and 15 4 bits
Single ASCII character 8 bits
Text of an average length novel 106 bits
A jpeg of Founders’ Building 2.5 ⇥ 106 bits
Compact disc of Beethoven’s 9th 6 ⇥ 109 bits, or 0.6 GB
Large Hadron Collider data (per second) 300 GB

You do need to have some idea of how much work one can expect a
computer can do. As a rough guide, exhausting over 264 keys, or per-
forming (a bit more than) 264 operations, is at the limit of what is prac-
tical, unless you are Amazon, Google or a nation state. A cipher with
key length 128 bits, and no cryptographic weaknesses, can be considered
secure. This is justified in the optional extras for this section.

Some bit operations and boolean functions.


